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1.1 PRESENTATION DE PFSENSE

PfSense est un pare-feu et un routeur open source basé sur FreeBSD.
Dans cette procédure, nous allons installer pfSense sur VMware et
configurer deux interfaces réseau : une pour le WAN (connexion a
Internet) et une pour le LAN (réseau local).

Cette configuration permet de séparer le réseau interne du réseau
externe, garantissant ainsi une meilleure sécurité.

2.PREREQUIS
2.1 PREREQUIS MATERIELLE ET LOGICIELLES

» Processeur : 1 vCPU pour des besoins basiques

» Mémoire RAM : 1 Go est suffisant pour de petites configurations ; 2
Go est recommandé pour plus de services.

» Disque dur : 10 Go suffisent pour pfSense

» VMware Workstation: Pour créer et exécuter la VM.

» Image ISO de PfSense : Télécharge-la depuis

https://www.pfsense.org/download/

2.2 TELECHARGEMENT DE L’ISO



https://www.pfsense.org/download/

Pour installer pfSense sur VMware, vous devez d'abord télécharger
l'image ISO.

Rendez-vous sur ce site : https://www.pfsense.org/download/

Cliquer sur download et décompresser le dossier télécharger afin de
récupérer I'lSO.

Get Started

Download

Latest Stable Version

anse Plus & pfSense CE s

ou ate Insta ’ er to the doc
configy systems 2 the pfS _ ) es f Netg
Version 272

Subpored by Subscribe To The Netgate Newsletter

& DOWNLOAD T netgate Product information, pfSense software announcements, and special
bt offers. Sex ewsletter archive fo nents

ee our Or past announceme

Email*

2.3 CREATION DE LA MACHINE VIRTUELLE SUR VMWARE

Crée une nouvelle machine virtuelle

[ VMware Workstation

File Edit View VM Tabs Hel

[C?  New Virtual Machine...
F1  New Windaw



https://www.pfsense.org/download/

Sélectionnez Typical pour une installation normale et cliquer sur Next

New Virtual Machine Wizard

4

i M

WORKSTATION

16

Welcome to the New Virtual

Machine Wizard

What type of configuration do you want?

© Typical (recommended)

Create a Workstation 16.2.x virtual
machine in a few easy steps.

(O Custom (advanced)

Create a virtual machine with advanced
options, such as a SCSI controller type,
virtual disk type and compatibility with
older VMware products.

(% 1]

Sélectionner I'SO de PfSense et ouvrez-le

I,

Guest Operating System Installation
A virtual machine is like a physical computer; it needs an operating
system. How will you install the guest operating system?

Install from:
Installer disc

No drives avaiable

© Installer disc image fie s0):

C:\Users\a.laouar \OneDrive - Verdannet\Documents|i -
(2 Windows 10 and later x64 detected.

(O1 will install the operating system later.
The virtual machine will be created with a blank hard disk.

X
v 4 @l > Amine-Verdannet > Bureau »
Organiser v Nouveau dossier =~ O o
Piéces jointes Nom Modifié ype
______ -
syhvie er de
e of VMware-VCSA-all-6.7.0-20540738 er de
& Téléchargem: # 2 HSPP_Laouar, courci 00000 @  21/0220241551  Raccour ci
w Documents # 2 MailinBlack 6
N Images * | " netgate-installer-v1.0-RC-amd64-202409... (2 19/09/2024 18:02 Fichier d'ima
O Musique # “% Outlook_Mail
B vidéos @ VMware-VCSA-all-6.7.0-20540738.is0 @ - ( L

Nom du fichier : | netgate-installer-v1.0-RC-amd64-20240919-1435.is0

»| Owrir | | Annuler

CD-ROM images (*.iso)




Saisissez le nom de la
machine et cliquer sur
Next

\/ al NMark g V- ol
rtual Machine Wizard

Name the Virtual Machine
What name would you like to use for this virtual machine?

Virtual machine name:

Location:

C:\Users\a.laouar\OneDrive - Verdannet\Documents\Virtual Mac Browse...

The default location can be changed at Edit > Preferences.

<ot [z ]

Cancel

Choisissiez la taille du disque New Virtual Machine Wizard

du pfsense (min : 10gb) et
cliquer sur Next

Specify Disk Capacity
How large do you want this disk to be?

The virtual machine's hard disk is stored as one or more files on the host computer’s
physical disk. These file(s) start small and become larger as you add applications, files, and

data to your virtual machine.
Maximum disk size (GB): 20.C N
Recommended size for FreeBSD version 10 and earlier 64-bit: 20 GB

(O Store virtual disk as a single file
© spit virtual disk into multiple files

Splitting the disk makes #t easier to move the virtual machine to ancther computer but

may reduce performance with very large disks.

el <eo [het> ]

Cancel




Vérifiez les informations de paramétres et cliquer sur Finish

Mew Virtual Machine Wizard > I

Ready to Create Virtual Machine

Click Finish to create the virtual machine and start installing FreeBsD
version 10 and earlier 64-hit.

The virtual machine will be created with the following settings:

Mame: pfsensen
Location: Ci\Users\a. laouariOnelrive - Verdannet\Documents. ..
Version: Workstation 16.2.x

Operating System: FreeBSD version 10 and earlier 64-bit

Hard Disk: 20 GB, Split

Memory: 258 MB

Metwork Adapter:  MAT

Other Devices: CDyDVD, USE Controller, Printer, Sound Card

Customize Hardware. ..

B Fower on this virtual machine after creation

3. INSTALLATION DE LA BASE DE PFSENSE

< Back Cancel

3.1 CONFIGURATION DES INTERFACES RESEAU SUR VMWARE

Dans les parametres de la Vm , nous allons ajouter les cartes reseaux
gui vont permettre a PfSense de se connecter au réseau LAN et WAN




Ainsi sélectionner Network Adapter et changer la connexion réseau par
NAT

Virtual Machine Settings

Hardware Qptions

Device status
Summary
Connected
1GB
5 H Connect at power on
= Hard Disk (SCSI 20 GE
= { ) Network connection
(") CD/OVD {IDE) Using file C:\Users\s.lsouariO... s J e o )
Eri : Connected directhy to t i etio
50 Metwork Adspter NAT Oeridg nn irectly to the physical networ
WSBCOHtmller Present Replicate physical network connection state
1t Sound Card Auto detect .
d un . ONAT: Used to share the host's IP address
[ pisplay Auto detect
onby: A private n rk shared wi & host
OCushom: Specific virtual netwaork
VMn=td
O LAN segment:
LAN Segments... advanced...
Add... Remave

Cancsl Hel




Ajouter 2 autres cartes réseaux en cliquant sur Add et sélectionner
Network Adapter et cliquer sur Finish

Add Hardware Wizard

Hardware Type

p s

What type of hardware do you want to install?

Hardware types:

=) Hard Disk

{*.) CD/DVD Drive
Floppy Drive
e ot |
[=] usE Controller

]t Sound Card

Farzliel Port

Serial Port

g] Printer

Generic SCSI Device
{E, Trusted Platform Madule

Explanation
Add a network adapter.

Cliquer sur LAN segments et ajouter sur chacune des deux dernieres
cartes réseaux un LAN segments, une « LAN1 » et une autre « DMZ »

RLAT

3 Metwork Adapter 2 LAN Segment
R0 Network Adzpter 3 LAN Segment
=T UCE Contraner Present

tlt Sound Card Auto detect
[ Display Auto detect

| DR A I LS LY L LI R SR L R

Replicate physical network connection state

(INAT: Used to share the host's 1P address

OHoﬁt-only: A private network shared with the host

OCushom: Specific virtual network
WMn=td
o LAN segment:

LANL

o

LAN Segments... Advanced...

Global LAN Segments

Global LAM Segments:

e

LANL
DMZ

Renam

oK

Remove

Cancel




3.2 INSTALLATION DE LA BASE DE PFSENSE

Apres avoir télécharger, installer 'lSO et configuer les cartes réseaux , il
faudra donc installer la base de PfSense , lancer la VM et cliquer sur
Accept sur le menu du Netgate installer

Copyright and Distribution Notice |

Copyright and Trademark Notices.

Copyright(c) 2884-2816. Electric Sheep Fencing, LLC ("ESF").
All Rights Reserved.

Copyright(c) 2814-2824. Rubicon Communications, LLC d/bs/a Netgate
("Netgate™).
All Rights Reserved.

All logos, text, and content of ESF and/or Netgate, including underlying
HTML code, designs, and graphics used and/or depicted herein are
protected under United States and international copyright and trademark
laws and treaties, and may not be used or reproduced without the prior
express written permission of ESF and/or Netgate.

"pfSense"” is a registered trademark of ESF, exclusively licensed to
Netgate, and may not be used without the prior express written
25%—

|[Accept ]| [ ancell

Sélectionnez Install et cliquer sur OK

Netgate Installer - wl.B-RC

Helcome to pfSenze?

Install pfSense

Rescue Shell Launch a shell for rescue operations

T ] (Advanced Options] [ Cancel

Install pf3Sense Wwith the selected configuration file




Cliquer sur OK

Hetgate Installer - vl.H-RC

] Network Installation |

Setting up the network to continue the installation.

Sélectionner l'interface WAN donc celle qui s’affiche en tant que emO
Netgate Installer - wil.HB-RC

HAH Interface Assignment and Configuration

Please select the HWAN interface.

| mOllerB BB :Bc:29:ee:e5:57 (active)

[ OK ] [Cancel]l
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Sélectionner Continue et cliquer sur OK

Hetgate Installer - wi.B8-RC

HAN (ermB) Hetwork Mode Setup

Ad just the network operation mode for the HAN (emB)
interface if necessary.

roceed with the installation

H Interface Mode NDHCP (client)
U ULAN Settings ULAN Tagging disabled
U Use local resolwver false

[ OR 1 [Cancell

Continue Wwith the displayed settings

Cliquer sur Continue pour pouvoir assigner l'interface LAN

Installer — w1.HB-RC

Interface Assignment and Configuration
Detected: WUMware UVirtual Machine

Please confirm the interface assignment to continue with the
installation.

| AN (not assigned)

HAN emB (active)

Cont inue Il [Assign/Configurel I[

11



Cliquer sur Install CE afin d'installer la version PfSense Community

Netgate Installer - w1.8-RC

] Active Subscription Validation |
This device does not have an active pfSense Plus subscription.
To purchase pfSense Plus:

Software Store: https://WwHW.netgate.com/purchase-plus

NDI: alfc e7e9 8461 6742 Seel

and select 'Retry Ualidation' once purchase is complete.

Or select 'Install CE' to install pfSense CE sofware.

Install CE [Metry Validationl

Edition

Continuer l'installation de PfSense par la configuration des fichiers
systéemes et des partitions

Netgate Installer - wil.B-RC

Installation Options |

Pleaze select the File Systen type and the Partition
Scheme.

Proceed Wwith the installation

F File System ZFS (recormmended default)
P Partition Scheme GPT (compatible with MBR)

[ OK ] [Cancell

Continue with the displayed settings

12



A cette étape, sélectionne Stripe - No Redundancy pour configurer le

disque en mode "striping". Appuie sur OK pour continuer.
Netgate Installer - wl.H-RC

2ZF5 Uirtual Device Type Configuration

Select the ZF3 UVirtual Device configuration
type.

Stripe — No Redundancy

[ 0K ] [Cancell

[1+ Disks]l Stripin

Vérifie que le disque voulu est bien sélectionné, puis appuie sur OK pour
continuer l'installation sur ce disque.

Netgate Installer - wl.H-RC

] Disk Selection |

Select the disk(s) for software installation.

| aB@PBG <{UMware, UMware Virtual S>

[ OR ] [Cancel]l




Sélectionne Yes pour continuer

Hetgate Installer - w1.8-RC

] Confirmation |

Last Chance! Are you sure you want to destroy
the current contents of the following disks:

dad

Sélectionne la version 0000-2.7.2 et cliquer sur OK

Hetgate Installer - wl1.H-RC

| Softuware Version to Install

Select the version of pfSense CE fto install.

Aga-2.7.2@Current Stable Release (2.7.2)

d881-2.7.8 Deprecated Uersion (2.7.8)

[ OR 1 [Cancel]l
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Cliquer sur OK pour finaliser I'installation

Installation Details
Message from drm-518-krod-5.16.163_8:

The drmn-518-krod port can be enabled for amdgpu (for AMD

GPUs starting with the HD78B8 series ~ Tahiti) or i915kms (for Intel
APUs starting with HD3BBB ~ Sandy Bridge) through kld_list in
setc/rc.conf. radeonkms for older AMD GPUs can be loaded and there are
some positive reports if EFI boot is NOT enabled (similar to amdgpul.

For amdgpu: kld_list="amdgpu”
For Intel: kld_list="i915kms"
For radeonkms: kld _list="radeonkms"

Please ensure that all users requiring graphics are members of the
"wideo” group.

pfSense Post Installation setup

pfSense Post Installation setup .. done.

L’installation de PfSense est terminée , cliquer sur Reboot pour pouvoir
redémarrer la VM

Netgate Installer - wl.H-RC

| Complete

Installation of pfSense complete! Hould you
like to reboot into the installed system now?

[Reboot] [“hell 1




4. DEMARRAGE DE PFSENSE

Cette interface en noir et blanc permet d'accéder aux réglages de base
et aux parametres réseau de pfSense. C'est a partir de cet écran que
nous pourrons configurer les interfaces réseau (WAN et LAN) et définir

les parametres initiaux.

Starting sy=slog...done.
Starting CRON... done.

pfSense 2.7.2-RELEASE amdb4 2H248384-1953

Bootup complete

FreeB3D- amd64 (pfSense.home.arpal (ttyuvBd)

UMnware Virtuwual Machine - Hetgate Device ID: 6344a766f34b89b3c296

=xx lelcome to pfSense 2.7.2-RELEASE (amd64) on pfSense ===

HAN (wan) -» emMB -» wv4-0DHCP4: 192.168.189.138-24
LAN (lan) -» eml —-» i

B8) Logout (35H only)

1) Assign Interfaces
det interface(s) IP address
Reset webConfigurator password
Reset to factory defaults
Reboot =ystem
Halt system
Ping host
shell

Enter an option: |

16

192.168.1.1-24

9
18)
112
12)
13)
14)
15)
16)

pfTop

Filter Logs

Restart webConfigurator

PHP shell + pfSense tools
Update from conzole

Enable Secure Shell (=s=shd)
Restore recent configuration
Restart PHP-FPH




4.1 CONFIGURATION DES INTERFACES DE PFSENSE (LAN,WAN)

Sélectionner 'option 2 pour pouvoir configurer les IP sur les interfaces

UMnare Uirtual HMachine - Hetgate Device ID: 6344a766f34b89b3c296

=ux Lelcome to pfSense 2.7.2-RELEASE (amdB4) on pfSense ===

HAN (Wan)l -» emd -» wi-DHCP4: 192.168.189.138-24
LAN (lan) -» eml -» wi: 192.168.1.1-24

Logout (53H only) 9) pfTop

Assign Interfaces 18) Filter Logs

Set interface(s) IP address 11) Restart webConfigurator
Reset webConfigurator password 12) PHP =hell + pfSensze tools
Reset to factory defaults 13) Update from console

Reboot system 14) Enable Secure 3hell (sshd)
Halt system 15) Restore recent configuration
Ping host 16) Restart PHP-FPM

Shell

Enter an option: 2
Available interfaces:

1 - HAN (emB - dhcp, dhcpb)
2 - LAN (eml - static)

Enter the number of the interface you wWish to configure: I

Saisissez 'option 2 pour pouvoir sélectionner 'interface LAN

#xx llelcome to pfSense 2.7.2-RELEASE (amd64) on pfSense ===

HAN (wan) -> emB -» vidsDHCP4: 192.168.189.138-24
LAN (lan) -» eml -» wd: 192.168.1.1-24

Logout (S3SH only) 9) pfTop

Assign Interfaces 18) Filter Logs

Set interface(s) IP address 11) Restart webConfigurator
Reset webConfigurator password 12) PHP shell + pfSense tools
Reset to factory defaults 13) Update from console

Reboot system 14) Enable Secure Shell (sshd)
Halt =system 15) Restore recent configuration
Ping host 16) Restart PHP-FPHM

shell

Enter an option: 2
Available interfaces:

1 - HAN (emB - dhcp, dhcpB)
2 — LAN (eml - static)

Enter the number of the interface you wish to configure: 2

Configure IPv4 address LAN interface wvia DHCP? (y/n) ]




Refuser la connexion par DHCP en saisissants « n » pour non

LAN (lan) -» emMl

Logout (S5H only)

Assign Interfaces

Set interface(s) IP address
Reset webConfigurator password
Reset to factory defaults
Reboot systen

Halt =system

Ping host

Shell

Enter an option: 2
Available interfaces:

1 - UAN (emB - dhcp, dhcpb)
2 - LAN (emnl - =static)

.1668.1.1-24

pfTop

Filter Logs

Restart webConfigurator

PHP =hell + pfSense tools
Update from console

Enable Secure 3Shell (sshd)
Restore recent configuration
Restart PHP-FPM

Enter the number of the interface you wish to configure: 2

Configure IPvd address LAN interface wia DHCP? (ypsnd) n

Enter the new LAN IPv4 address. Press <ENTER> for none:

> 1

Saisissez I'lPV4 voulu pour l'interface LAN (ex : 192.168.100.1)

LAN (lan) -» eml

Logout (35H only)

Assign Interfaces

Set interface(s) IP address
Reset webConfigurator password
Reset to factory defaults
Reboot system

Halt system

Ping host

Shell

Enter an option: 2
Available interfaces:

1 - WAN (emB - dhcp, dhcpB)
2 - LAN (eml - static)

.168.1.1-24

pfTop

Filter Logs

Restart webConfigurator

PHP =hell + pf3ense tools
Update from console

Enable Secure Shell (sshd)
Restore recent configuration
Restart PHP-FFH

Enter the number of the interface you wish to configure: 2

Configure IPvd4 address LAN interface wia DHCP? (y/mn) n

Enter the new LAN IPuvd address. Press <{ENTER> for none:

> 192.163.1808. 1]]

Saisissez le masque pour le LAN (1 a 32) (ex : 24)




6) Halt system 15) Restore recent configuration
7) Ping host 16) Restart PHP-FPM
g8) Shell

Enter an option: 2

Available interfaces:

1 - UAN (emB - dhcp, dhcpb)
2 - LAN (eml - static)

Enter the number of the interface you wish to configure: 2
Configure IPwv4 address LAM interface wia DHCP? (ys/m) n

Enter the new LAN IPv4 address. Press <ENTER> for mnone:
> 192.168.1808.1

Subnet mMasks are entered as bit counts (as in CIDR wnotation) in pfSense.
e.qg. 255.255.255.8 24

255.255.8.8 16

255.0.8.8 8

Enter the new LAN IPv4 subnet bit count (1 to 32):
> 24

Taper sur Entrer

Enter an option: 2
Available interfaces:

1 - UAN (emB - dhcp, dhcpb)
2 — LAN (eml - static)

Enter the number of the interface you wish to configure:
Configure IPuv4 address LAN interface wvia DHCP? (ysm) n

Enter the new LAN IPvd address. Press <{ENTER> for none:
» 192.168.1688.1

Subnet Masks are entered as bit counts (as in CIDR notation) in pfSense.
e.g. 255.255.255.8 24

255.255.8.8 16

255.8.8.8 8

Enter the new LAN IPvd4 submet bit count (1 to 32):
» 24

For a WAM, enter the new LAN IPvd upstream gateway address.
For a LAN, press <ENTER> for none:
i |

19



Saisissez « n » pour refuser de configurer une IPV6 sur le LAN

Available interfaces:

1 - HAN (emB - dhcp, dhcpb)
2 — LAN (eml - static)

Enter the number of the interface you wish to configure: 2

Configure IPvd address LAN interface wia DHCP? (ysn) n

Enter the new LAN IPvd address. Press <{ENTER> for none:
> 192.168.1688.1

Subnet masks are entered as bit counts (as in CIDR notation) in pfSensze.
e.q. 255.255.255.8 24

255.255.8.8 16

255.8.8.8 8

Enter the new LAN IPv4 subnet bit count (1 to 32):
> 24

For a HAN, enter the new LAN IPvd4 upstream gateway address.
For a LAN, press <{ENTER> for mone:
>

Configure IPu6 address LAN interface wvia DHCPB? (ys/n) ]

Taper sur Entrer

2 - LAN (eml - static)
Enter the number of the interface you wish to configure: 2
Configure IPv4 address LAN interface wia DHCP? (y/n) n

Enter the new LAN IPuvd4 address. Press <{ENTER> for none:
» 192.168.16868. 1

Subnet mMasks are entered as bit counts (as in CIDR notation) in pfSense.
e.g. 255.255.255.8 24

255.255.8.8 16

255.8.8.8 8

Enter the new LAN IPwv4 subnet bit count (1 to 32):
» 24

For a WAN, enter the new LAN IPv4 upstream gateway address.
For a LAN, press <{ENTER> for none:
b

Configure IPuv6 address LAN interface wia DHCPGE? (ps/n) n

Enter the new LAN IPuv6 address. Press <{ENTER> for none:

> 1




Saisissez « n »

Enter the new LAN IPvd address. Press <{ENTER> for none:
> 192.168.188.1

Subnet masks are entered as bit counts (as in CIDR notation) in pfSense.
e.g. 255.255.255.8 24

255.255.8.8 16

255.8.8.8 8

Enter the new LAN IPvd4 subnet bhit count (1 to 32):
> 24

For a HAN, enter the new LAN IPv4 upstream gateway address.
For a LAN, press <{ENTER> for none:

>
Configure IPv6 address LAM interface via DHCPGE? (y-n) n

Enter the new LAN IPv6 address. Press <{ENTER> for none:
>

Do you want to enable the DHCP serwer on LAN? (y/m) n
Dizabling IPwd DHCPD...
Dizabling IPw6 DHCPD...

Do you mwant to revert to HTTP as the webConfigurator protocol? (ysm) ]

La configuration des interface est terminées, ainsi voici 'URL contenant
I'IP du LAN qui permet d’accéder a PfSense en web

For a LAN, press <ENTER> for none:
>

Configure IPuv6 address LAN interface wia DHCP6? (ysn) n

Enter the new LAN IPv6 address. Press <{ENTER»> for none:
>

Do you want to enable the DHCP server on LAN? (ysmn) n
Disabling IPwv4 DHCPD...
Dizabling IPuv6 DHCPD. ..

Do you want to revert to HTTP as the webConfigurator protocol? (ysn) n

Please wait while the changes are saved to LAN...
Reloading filter...

Reloading routing configuration...

DHCPD. ..

The I[Pv4 LAN address has been set to 192.168.188.1-24
You can noW access the webConfigurator by opening the following URL in your web

brouser:
https:~»~192.168.188. 1~

Press <ENTER> to continue. |

21



Vérifier bien a ce que les deux interfaces ont une IP

The IPv4 LAN address has been set to 192.168.188.1-24
You can noW access the webConfigurator by opening the following URL in your web
browuser:

https:»~192.168.188. 1~

Press {ENTER> to continue.
UMuware UVirtual Machine - Netgate Device ID: 6344a766f34b89b3c296

=xx Llelcome to pfSense 2.7.2-RELEASE (amdB64) on pfSense xxx

HWAN (Wan) -> emd -»> vd-DHCP4: 192.168.189.138-24
LAN (lan) -> eml -> vd: 192.168. 188. 1-24

Logout (SSH only) 9) pfTop

Aszsign Interfaces 18) Filter Logs

Set interface(s) IP address 11) Restart webConfigurator
Reset webConfigurator password 12) PHP shell + pfSewnse tools
Reset to factory defaults 13) Update from console

Reboot system 14) Enable Secure Shell (sshd)
Halt system 15) Restore recent configuration
Ping host 16) Restart PHP-FPM

Shell

Enter an option: |

5. ACCES A L'INTERFACE WEB DE PFSENSE

PfSense est maintenant prét a étre configuré depuis un navigateur web.
L'interface web, appelée WebConfigurator, permet d'accéder facilement
a toutes les fonctionnalités de pfSense pour gérer et personnaliser la
sécurité et le réseau.

5.1 CONFIGURATION DU RESEAU SUR LE PC CLIENT

22



Dans un premier temps, il est nécessaire de configurer le réseau sur un
PC client pour accéder a l'interface web de PfSense.

Connectez le PC client a l'interface LAN de PfSense par LAN Segments
sur la carte réseaux du pc client

Hardware Qptions

. Device status
Device Summary
Connected
E= Memory 4GB e
Processars 7 HConnect at poweer on
-\ Hard Disk (MVMe £0GE
= arr = o ) e X X Metwork connection
[ 55 Network Adapter LAN Segment O Bridged: Connected directhy to the physical network
USE Controller Presant Replicate physical network connedtion state
i Spund Card Auto detsct
; un " He ONAT: Usad to share the host's IP address
(S printer Pressnt () Host-anly: A private network shared with the host
onhy: rivate network shared wi =
[ pisplay Auto detect >
OCushom: Specific virtual network
VMnetd
o LAM segment:
LANL o
LAN Segments... Advanced...
Add... Remaowe

|
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Enregistrer comme IP ,
une IP fessant parti du
méme réseaux que le
PfSense , ainsi en
passerelle I'lP du

PfSense

Propriétés de : Protocole Internet version 4 (TCP/IPwd) >
Genéral
Les paramétres IP peuvent étre déterminés automatiguement si votre

réseau le permet, Sinon, vous devez demander les paramétres IP
appropriés a votre administrateur réseau.

() Obtenir une adresse IP automatiquement
(@) Utiliser |'adresse IP suivante :

Adresse IP ; 192 ., 168 . 100, 2

Masque de sous-Téseau | 255,255,255, 0 |

Passerelle par défaut : 192 . 168 . 100 . 1|

Obtenir les adresses des serveurs DMS automatiguement

(@) Utiliser 'adresse de serveur DNS suivante :

Serveur DMS préfeére | . . . |

Serveur DMS auxiliaire | . . . |

[ ]valider les paramétres en quittant P

Ao

Via a un navigateur Web, saisissez I'lP du PfSense correspond afin
d’accéder a la partie web

P
- T[S Mouvel onglet

C @

192,168.100.1

Pour un accés rz @

Q

Filtrez votre recherche :

192.168.100.1

S
o

192.168.100.1 - Recherche : Bing

192.168.100.1 login

192,168.100.1 admin

192.168.100.1 admin password

'tI\' Historigue 77 Favoris @] Cnglets

5.2 PARAMETRAGE DU WEBCONFIGURATOR
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Connecter vous a l'interface web via le nom d’utilisateur « admin » et
le mdp « pfsense » par défauts

m sense Login to pfSense

SIGN IN

admin

SIGN IN

Cliguez sur Next

msense System v Interfaces v Firewall ~+ Services + VPN~ Status ~ Diagnostics ~ Help ~

COMMUNITY EDITION

WARNING: The 'admin’ account password is set to the default value. Change the password in the User Manager.

Wizard / pfSense Setup / (2]

pfSense Setup

Welcome to pfSense® software!
This wizard will provide guidance through the initial configuration of pfSense
The wizard may be stopped at any time by clicking the logo image at the top of the screen

pfSense® software is developed and maintained by Netgate®

Saisissiez comme hostname ce que vous souhaitez sinon laisser par
défauts le nom et cliquer sur Next
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Hostname | pfSense

Name of the firewall host, without domain part.
Examples: pfsense, firewall, edgefw

Domain home.arpa
Domain name for the firewall.
Examples: home.arpa, example.com
Do not end the domain name with ".local’ as the final part (Top Level Domain, TLD). The local TLD is widely used by mDNS
(e.g. Avahi, Bonjour, Rendezvous, Airprint, Airplay) and some Windows systems and networked devices. These will not
network correctly if the router uses local' as its TLD. Alternatives such as ‘home.arpa, 'local.lan’, or ‘mylocal’ are safe.
The default behavior of the DNS Resolver will ignore manually configured DNS servers for client queries and query root DNS
servers directly. To use the manually configured DNS servers below for client queries, visit Services = DNS Resolver and

enable DNS Query Forwarding after completing the wizard.

Primary DNS Server

Secondary DNS
Server

Override DNS
Allow DNS servers to be overridden by DHCP/PPP on WAN

Choisissez comme horaire Paris en sélectionnant Europe/Paris

WARNING: The 'admin’ account password is set to the default value. Change the password in the User Manager.

Wizard / pfSense Setup/ Time Server Information (2]

Step3 of 9

Time Server Information

Please enter the time, date and time zone

Time server 2.pfsense.pool.ntp.org

host (
ostname Enter the hostname (FQDN) of the time server.

Timezone | Europe/Paris v)
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Cliquer sur Next

PPTP Dial on Enable Dial-On-Demand mode

demand This option causes the interface to operate in dial-on-demand mode, allowing a virtual full time connection. The interface is

configured, but the actual connection of the link is delayed until qualifying outgoing traffic is detected.

PPTP Idle timeout

If no qualifying outgoing packets are transmitted for the specified number of seconds, the connection is brought down. An
idle timeout of zero disables this feature.

RFC1918 Networks

Block RFC1918 Block private networks from entering via WAN

Private Networks When set, this option blocks traffic from IP addresses that are reserved for private networks as per RFC 1918 (10/8,

172.16/12,192.168/16) as well as loopback addresses (127/8). This option should generally be left turned on, unless the
WAN network lies in such a private address space, too.

Block bogon networks

Block bogon Block non-Internet routed networks from entering via WAN

networks When set, this option blocks traffic from IP addresses that are reserved (but not RFC 1918) or not yet assigned by IANA.

Bogons are prefixes that should never appear in the Internet routing table, and obviously should not appear as the source
address in any packets received.

» Next

Saisissez I'adresse IP du LAN et son masque (ex : 192.168.100.1 ; 24)

Configure LAN Interface

On this screen the Local Area Network information will be configured.

LANIP Address [ 192.168.100.1 |

Type dhep if this interface uses DHCP to obtain its IP address.

Subnet Mask 24 v
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Saisissez un nouveau mot de passe pour le compte admin

Step 6 of @

Set Admin WebGUI Password

On this screen the admin password will be set, which is used to access the WebGUI and also SSH services if enabled

Admin Password

Admin Password
AGAIN

9

PfSense est dés maintenant installés, cliquer sur Finish pour accéder
sur PfSense

Congratulations! pfSense is now configured.

We recommend that you check to see if there are any software updates available. Keeping your software up to date is
one of the most important things you can do to maintain the security of your network.

Check for updates

Remember, we're here to help.

Click here to learn about Netgate 24/7/365 support services.

User survey

Please help all the people involved in improving and expanding pfSense software by taking a moment to answer this
short survey (all answers are anonymous)

Anonymous User Survey

Useful resources.

« Learn more about Netgate's product line, services, and pfSense software from our website

= To learn about Netgate appliances and other offers, visit our store

« Become part of the pfSense community. Visit our forum

« Subscribe to our newsletter for ongoing product information, software announcements and special offers.

6. BONUS : CONFIGURATION D’UNE DMZ

B ———————————————
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Dans pfSense, une DMZ (zone démilitarisée) est une zone réseau isolée
entre votre réseau interne et I'Internet, ou vous placez des serveurs
accessibles publiqguement (comme des serveurs web ou FTP).

Une DMZ est contrdlée par des restrictions de flux entrant et sortant de
regles de pare-feu intégré sur ce cas sur PfSense

6.1 AJOUT D’'UNE INTERFACE DMZ

Ajouter une carte réseaux via laquelle vous y ajouter un LAN
Segments DMZ

Metwork Ad 3 LAN t — .
i — =pter Segmen (_JMAT: Used to share the host's IP address
USE Controller Present .
{__JHost-onhy: A private network shared with the host
c]i Sound Card Auto detect =
[ misplay Auto detect (_)Custom: Specific virtual network

VMnetd

LAM segment:
DMZ w

Global LAN Segments LAN Segments... Advanced...

Global LAN Segments:

AL,
DMZ

Add Renzms Remave

OK Cancel
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6.2 DMZ SUR PFSENSE

Dans la rubrique Interfaces, :‘isense System + Interfaces + Firewall ~

cliquer sur Assignments COMMUNITY EDITION

Interfaces / Interf S
WAN
LAN
Interface Assignments  Inte
OPT1
Cliguer sur Add pour ajouter une interface
Interface Assignments  Interface Groups  Wireless VLANs QinQs PPPs GREs GIFs Bridges LAGGs
Interface Network port
WAN em0 (00:0c:20:ee:e5:57) v
LAN em1 (00:0c:29:ee:25:61) M ] Delste
Available network ports: em?2 (00:0c:29:eee5:6b) v

:‘isense System ~ Interfaces ~ Firewall ~ Retourner dans la
rubrique Interfaces et

sélectionner OPT1

Interfaces / Interf . S pour pouvoir la modifier
A

COMMUMNITY EDITION

Assignments

LAM

Interface Assignments  Inte
aPT1
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Cocher Enable interface pour activer l'interface et saisissez dans la
description « DMZ », ainsi choisissez comme Type de configuration

IPv4 « Static Ipv4 »

Interfaces / OPT1 (em2)

General Configuration

Enable nable interface

Description

Enter a description (name) for the interface here.

IPv4 Configuration I Static |Pv4 v I
Type

Saisissez comme adresse lpv4 pour l'interface de la DMZ une IP logique
et un masque cohérent (ex :192.168.200.1 /24)

Static IPv4 Configuration

IPv4 Address | 192.168.200.1 | 1 B
IPv4 Upstream None v = Add a new gateway
gateway

If this interface is an Internet connection, select an existing Gateway from the list or add a new one using the "Add" button.

On local area network interfaces the upstream gateway should be "none".
Selecting an upstream gateway causes the firewall to treat this interface as a WAN type interface.

Gateways can be managed by clicking here
Cliquer sur Apply Changes

" Apply Changes

The DMZ configuration has be
must be applie

Don't forget to adjust the DHCP

r range if needed after applying.
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On retrouve donc bien dans le Dashboard , nos trois réseaux
(LAN,WAN,DMZ)

Rlisense

COMMUNITY EDITION

Status / Dashboard + @

System Information

OO0 Interfaces

Name pfSense.home.arpa “v-'-; WAN /™ 1000baseT <full-duplex> 192.168.189.130

User admin@192.168.100.2 (Local Database) i LAN " 1000baseT <full-duplex> 192.168.100.1

System VMware Virtual Machine faDMZ ‘D 1000baseT <full-duplex> 192.168.200.1
Netgate Device |D: 6344a766134b89b3c296

BlOS Vendor: Phoenix Technologies LTD
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